
TuxAcademy Cyber Security
Cyber Security Syllabus

Build Practical Skills in Cyber Threats, Network Security, Incident Management, Cloud &
Application Security

Course Objective
This program covers cyber threats, security frameworks, secure protocols, cryptography, network security,
access control, incident response, security operations, cloud security, endpoint protection, and application

security.

Module 1: Cyber Threats and World Readiness
1.1 Cyber Attacks in the World

• Recent cyber attacks in the World

• Implications of cyber attacks

• Why Cyber security is the World’s biggest headache

• Opportunity in the cyber security domain

• Risk assessment and management process

1.2 Types of Cyber Threats

• Malware: viruses, worms, Trojans, ransomware

• Phishing and social engineering attacks

• Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks

• Man-in-the-middle (MITM) attacks

• Advanced Persistent Threats (APTs)

1.3 Cyber Security Frameworks and Standards

• NIST Cybersecurity Framework

• ISO/IEC 27001 and 27002

• CIS Controls

• PCI-DSS, GDPR, HIPAA, and other regulatory requirements

• Security policies and procedures

• Compliance requirements and audits
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Module 2: Protocols and Cryptography
2.1 Securing Protocols

• HTTPS vs HTTP

• FTPS vs FTP vs SFTP

• TLS 1.2 / TLS 1.3, TCP, IP, IPv6

• Protocol analysis using WireShark/tcpdump

• Play with protocols using Scapy

2.2 Cryptography

• Basics of cryptography: symmetric and asymmetric encryption

• Cryptographic algorithms: AES, RSA, ECC

• Hash functions and digital signatures

• Public Key Infrastructure (PKI)

• Encryption protocols: SSL/TLS, IPSec

2.3 Network Security

• Fundamentals of network architecture

• Firewalls, Intrusion Detection Systems (IDS), and Intrusion Prevention Systems (IPS)

• Virtual Private Networks (VPNs)

• Secure network design and segmentation

• Wireless network security
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Module 3: Access Control & Incident Management
3.1 Identity and Access Management (IAM)

• Authentication vs. authorization

• Multi-Factor Authentication (MFA)

• Single Sign-On (SSO)

• Role-Based Access Control (RBAC)

• Identity governance and administration

3.2 Incident Response and Management

• Incident response lifecycle

• Building an incident response team

• Tools and techniques for incident detection and analysis

• Containment, eradication, and recovery

• Post-incident activities and lessons learned

3.3 Security Operations and Monitoring

• Security Information and Event Management (SIEM)

• Log management and analysis

• Threat hunting and intelligence

• Vulnerability management and patching

• Continuous monitoring and improvement

Module 4: Securing Cloud & Applications
4.1 Cloud Security

• Cloud computing models: IaaS, PaaS, SaaS

• Cloud security challenges and best practices

• Data protection in the cloud

• Secure cloud architecture

• Cloud compliance and governance

4.2 Endpoint and Application Security

• Securing endpoints: anti-virus, anti-malware, and endpoint detection and response (EDR)

• Secure software development lifecycle (SDLC)

• Web application security: OWASP Top Ten

• Mobile application security

• Application testing: static and dynamic analysis
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